IMHOTEK LTD.

Cost Comparison Tool

Installation and
User Guide



IMHOTEK LTD

Installation & User Guide

© Imhotek Ltd.
30a Hart Street, Henley-on-Thames
RG9 2AL, United Kingdom
enquires@imhotek.com

Support to:
support@imhotek.com
(Please state product and serial number)

DISCLAIMER
Inmarsat cannot be held responsible for differences between data traffic
measured by this application and data traffic as shown on customer bills.




Table of Contents

OVERVIEW OF SNMP 1
OVERVIEW OF THE COST COMPARISON TOOL 1
SUPPORTED FEATURES .......uutiiiiiiiiiieeieiiiteeeeeiiteeeeeseteeaeeastaateeaaessssaeeesssssseasasssseseaasssssssasasssasssasnsssssseaasssssesansssaeesenssseens 2
HARDWARE REQUIREMENTS 2
SOFTWARE REQUIREMENTS 3
PREREQUISITES 4
INSTALLING SNMP 4
WINDOWS OS5/98/IME ...ttt ettt ettt sttt ettt ettt ettt e he et et bt eb e be s bt bt eb e e s be bt bt e st e e bt sbbeb e e b e sbeshtenbesaesueensenne 4
WINDOWS NT .ottt sttt ettt ettt ettt e e bt eh e et et e bt eb e e b e s bt bt eb e e s be s bt bt e st e e bt sbteb e et e sbesbtenbesaesueensenne 4
WINDOWS 2000 .....ccueeuiiitenteeieettet sttt ettt sttt ettt eae e te sttt eateste bt ebeest et eabeebeesesb e bt ebtesbe bt est e st enbesbtebe e s e sbeebtensesaesbeessenee 5
INSTALLING THE COST COMPARISON TOOL 6
QUICK CONFIGURATION 6
CONFIGURATION OPTIONS 7
THE CONFIGURE IMENU ........uutiiiiiiiitiieeeeeitteeeeeetteeeeeettaeeeeeeeaaeeeseeissasesseeasseeesaaasssseeaaasssseeaeassssseaaassssseeaassssseeaasssseeseansseens 7
MONTIOT. .. OPFION .ottt ettt ettt et e st e e e ettt e st e e bee s abeesabb e e et te e st eesasteesabbeesaseessabeesabbeansbbesaasaeansaeanns 7
OUIPUL FILES... OPTIOMN ..coeeeeiiiiieiieiiieeeet ettt ettt e et e et e st e e st e e sttt e s bteseabeeesab e e s bt eessseessabeeensbeessstesaaseeensaeanns 9
COLOUTS... OPTIOT ..ottt ettt et e e e st e e s ab et et e st e e sttt e st te s aabe e s bt e e sabaesasbaesnseeesasaeensbeeensbeesnsaeesaseas 10
VIEW OPTIONS IMENUL......ccceiiitiiieeiiitiieeeeeittteeeeetsaeeeeessaeeesaasssessasassssssasasssssseasssssssssssssssesassssssessssssssesssnssssesssnssssessssnnns 10
SAVE CHART MENU .....ooiiiiitiieeeieitie e e eeettee e eeeeteeeeeeeteeeeeeeeaeeeeeeeasaeeseeaestasaeeeesaaeeeeessaeeeseessseseeeeesteesseenssseseeanasesseennnseees 11
HELP IMIENUL.....uiiiiiiiiiiiie ettt e e e e e e e e ee e e e taaaeaaaeeeeaeaaeaeeeeaaaassssssssaassasaeaaeeeeaaaaasnnsssssssssaaasaaaaaaaesasaaaassnnsnnns 11
HEIP... OPIIOM ..ot ettt ettt et e e et et e b e b e e bt e at e e et e eabeen b e e saeesbeesateenbeebeebeeae 11
HOT KEYS... OPTIOMN.......eeoiieeeiiiiiieeeitteete ettt e st e e sttt e ettt e st e s e bt e sabbe e s b teesabeeesabeesabbeesastessabaeensbeesnsbeesnseeessseas 11
ADOUL... OPTION...c..uvieiieeieeeiieeee ettt et e st e et e et e s te e s bt e e sab e e an st e e sasbe s s bt e ansbeeensbeesabeessbeeanssaesateeensaeannsaennase 11
REGISTER MENU.....cciiiuiiiiiiiititieeeeitttteeeeetttteeeeettateeeesataeeesassseseaaassssssaassssssseasasssseesasssssesasssssaesaassssessansssessssnssseesesnnnns 11
MAIN SCREEN 12
STATE BUTTOT ...ttt et ettt et st ettt ettt ettt e sae e eb e e st e et e sabe e bt e bt enatesanenanenanes 12
PAUSE/CONLINUE BUITON ...ttt ettt ettt ettt e s et e sbe e st e et s be e bt e bt e naaesanesanenanes 12
STOD BUITOMN ..ottt ettt ettt e st e sttt e st te e abee s bteesab bt e abbe s et e e eaba e e sbbesaabeesbbeesabbeesasbesnnbeessbeenabaesnnneanas 13
COMMENE FOT LOGITLE ..ottt et ettt e et a bttt et et e e sateebeeeteeteebeenaeanae 13
LOG FILE FORMAT 14
APPLICATION CUSTOMISATION 15
SNMP VARIABLES USED 15
BASIC TROUBLESHOOTING 16




Chapter

Overview

This chapter disausses the basic ancepts of nawark monitoning
using SN MP. This is fdlowed by an
oveniew f the Cost Camparison Todl

Overview of SNMP

Simple Network Management Protocol (SNMP) is an application protocol offering
network management services in the Internet Protocol suite. SNMP is defined in
several RFCs published beginning in 1990. During the last few years SNMP has
been adopted by numerous vendors of network equipment as a main or secondary
management interface.

SNMP defines a client/ server relationship. The client program (called the network
manager) makes virtual connections to a server program (called the SNMP agent)
executing on a remote network device. The database controlled by the SNMP
agent is referred to as the SNMP Management Information Base (MIB), and is a
standard set of statistical and control values. SNMP additionally allows the
extension of these standard values with values specific to a particular agent through
the use of private MIBs.

The Cost Comparison Tool queries SNMP to obtain details of network
interfaces and traffic statistics. By using SN MP rather than other methods,
means that the Cost Companson Tool can monitor any network device that
supports SN MP.

Overview of the Cost Comparison Tool

The Cost Comparison Tool enables monitoring of network interfaces on both the
local machine, and remote devices. It uses SNMP to obtain statistics, and therefore
requires SNMP to be installed on (both the machine running the cost comparison
tool and) the machine/ device to be monitored.




Its purpose is to measure the bytes send and received over the chosen interface,
and plot what the costs would be if the traffic were sent over the Inmarsat mobile
ISDN and MPDS systems.

The mobile ISDN network is billed on a time basis, so the cost is directly related to
the time taken for the traffic to complete its journey.

The MPDS network is billed on a per MegaBIT basis, so the cost is directly related
to the number of bytes send and received.

Note: Using the tool over the mobile ISDN network gives a true indication of
costs over the MPDS network, although there may be a slight difference in
network traffic due to the different natures of the two networks. However; using
the tool over the MPDS network will N OT give a true representation of costs over
the mobile ISDN network, as MPDS is NOT time based; events will happen at a
speed that is dependant on the number of users using the system and overall
network traffic.

Supported Features
The cost comparison tool supports the following features:

® Graphical display of costs for:
® The mobile ISDN network
® The MPDS network
® The MPDS forward channel (to mobile)
® The MPDS reverse channel (from mobile)
® Textual display of utilisation of ISDN channel
® Textual display of statistics (bytes in/ out, packets in/ out, costs)
® The ability to start, pause, continue and stop monitoring
® The ability to save charts as .bmp files
® Full logging capability
® Full control over pricing figures used
® The ability to add overheads (to the MPDS channels)

® Full control over SNMP configuration

Hardware Requirements

The hardware requirements for the Cost Comparison Tool are:




® An Intel compatible PC capable of running Microsoft’s Windows 9x,
Me, NT and W2K operating systems

® A minimum of 15MB disk space

® A network device to monitor, or network connection to other devices
to monitor

Software Requirements

The software requirements for the Cost Comparison Tool are:

® Microsoft’s Windows 9x, Me, NT and W2K operating systems
® SNMP agent installed (on machine that is to be monitored)

® Instructions for installation of SNMP can be found in this
document




Chapter

Installation and
Configuration

Prerequisites
Ensure that you have installed SNMP on the device to be monitored

Installing SNMP

The installation of SNMP varies according to the operating system you are
running. Please refer to the appropriate section

Note: If you have problems with installing SN MP, refer to chapter 5

Windows 95/98/Me
To install SNMP on Windows 95/ 98 follow the steps:

1. Start the Control Panel (Start = Settings = control panel)
2. Double click on the Network” icon

3. Press the ‘Add..." button

4. Select the 'Service' option and press the 'Add..." button.

5. From the list of available services that appear, select the SNMP agent
and follow all instructions

6. Should SNMP not appear, select the ‘Have Disk’ option, and, using
the Cost Comparison Tool disk, select the directory X:\ win9xsnmp.
Then follow all instructions

7. You must restart your computer.

Windows NT
To install SNMP on Windows NT follow the steps:

8. Start the Control Panel (Start = Settings = control panel)




10.

11.

12.

13.

14.

Double click on the Network’ icon
Choose the ‘Services’ tab
Press the ‘Add..." button

From the list of available services that appear, select the 'SNMP
Service'. You will be prompted to insert the Windows N'T installation
disk.

On the screen that appears, you may take the defaults. You may wish
to change the security settings, to only allow machines that may run
the cost comparison tool access to SNMP on this machine. When
finished, press 'OK’, and then 'Close’

You must restart your computer.

Windows 2000
To install SNMP on Windows 2000 follow the steps:

1.

2.

Start the Control Panel (Start = Settings = control panel)
Double click on the ‘Add/ Remove Programs’ icon
Click on the ‘Add/ Remove Windows Components’ icon

Select the 'Management and Monitoring Tools' option, and press the
‘Details..." button

Check the box next to 'Simple Network Management Protocol' and
press the 'OK' button. Then press the Next' button

You should now restart your computer.




Installing the Cost Comparison Tool

Follow these steps to install the Cost Comparison Tool

1.

Insert the Cost Comparison Tool installation disk into the appropriate
drive

If the disk auto-runs, select the Install Cost Comparison Tool’ option
If the disk does not auto-run, from Start Menu, select Run...” and
enter (with the appropriate drive letter): X\ SETUP and press
RETURN

The Cost Comparison Tool is installed using a standard installation
wizard. Follow all instructions through the wizard.

. When this is complete you will be presented with a screen informing

you that the installation has completed. Before correct operation, the
Tool must be configured. You can do this immediately, by ticking the
check box ticked before finishing the install, or leave it for later.

Quick Configuration

To install the Cost Comparison Tool, follow the steps:

1.

Run the Cost Comparison Tool, from the Start menu. A box will
appear prompting you to configure the tool.

Choose the Monitoring...” option from the Configure’ menu

To add a new device to be monitored, press the ‘Add Device...’
button.

Enter a descriptive name for the device.

Enter the IP address of the device to be monitored. (Defaults to
127.0.0.1 for monitoring an interface on the local machine)

Enter the SNMP community of the device to be monitored. (Defaults
to ‘public’ which is the default SNMP community)

Click the ‘Get Interface List’ button. This will query the chosen device
and return a list of interfaces.

Choose an interface to monitor, and press OK.




9. Press OK to close the Configuration window. The tool is now ready
for operation.

Configuration Options
This section explains the configurable options in detail.
The Configure Menu

Monitoring...
The configure menu brings up the following window:

BiConfiguration ~=10] x|

—FPricing:

Circuit Switched Cost; Im

[per minLtke]

Facket Data cost; 5.00
[per MegaBIT]

T

Currenicy Sembol:

—hdonitar; E.“E

Select an SMMF Device to monitor;

local - I

bdd. | Edit.. | Delete...l

1]4 Cancel |

Pricing

This section allows the prices used for mobile ISDN and MPDS to be set. The
circuit switched cost (mobile ISDN) is in units per minute, the packet data cost
(MPDS) is in units per MegaBIT (1 MegaBIT = 220 = 1048576).

The currency symbol changes the symbol shown by the software.

Monitor
This section allows selection of the SNMP interface to monitor. Use the buttons

to add, edit and delete entries in this list.




New interfaces are added by using the ‘Add Interface’ button, which brings up the
window shown below:

®1Add Device L =13

—SMMP Details:

Device Mame: ||

IF Address: |1 27.0.0.1

Commurity; Ipul:uliu:

% [5et [nterface List

|nterface: I j

Ok

Device Name
This allows the entry of a descriptive name for this device, which will be used in
the list shown on the previous screen.

IP Address
This allows configuration of the IP address of the machine to be monitored.

Note: This address is not necessarily the IP address of the infafae to be
monitored. Collecting SNMP stats by the very nature of SNMP stats creates traffic
on the interface used to query SNMP. Therefore, it is better to choose an interface
that will not affect the statistics that you are trying to collect.

For example, suppose a machine has 2 interfaces; 10.1.1.1 and 192.168.1.1 plus the
loopback interface of 127.0.0.1.

If you wish to run the Cost Comparison Tool on this machine, then the best
interface to use to connect to SNMP is 127.0.0.1, leaving the two interfaces
unaffected by SNMP traffic.

If you wish to monitor this machine from another machine, and you wish to
monitor traffic on the 10.1.1.1 interface, it is better to monitor from the 192.168.1
network, and specify 192.168.1.1 as the SNMP IP Address. Conversely if you wish
to monitor traffic on the 192.168.1.1 interface, it is better to monitor from the
10.1.1 network, and specify 10.1.1.1 as the SNMP IP Address




Community
This allows configuration of the SNMP community for the machine to be

monitored. The community used by default is ‘public’. You must ensure that the
machine to be monitored has a community that enables the iso.org.dod.internet
tree to be read from the machine you are running the tool from. (If you don’t
understand this then use ‘public.  Should problems arise, refer to the
troubleshooting section).

Get Interface List
This button queries the chosen device and returns a list of Interfaces that may be
monitored. Use the selection box to choose an interface to monitor.

Output Files...
This menu brings up the window shown below:

=1 Output Files =[Of x|

—Output Directan:

Select the directory it which output
[% filez [logz and hbitmaps] will be sawved.

= CA
[= Program Files
[ Inmarsat Lkd

£ |nmarzat Cost Comparizon T ool

£ Manual_files

IIEI o [] ;I

IE:'\F‘r-:ugram Filezhnmarzat LkdY nmarzat Cost Comparizso

Ok

Use this window to select the directory in which the log files and bitmaps should
be saved. Alternatively, the directory name may be typed directly into the bottom
field.




Colours...
This menu brings up the window shown below:

BiColours =g

—Colours:

Graduate chart colour: v

Chart Colour...

Legend Calour. ..

SO Colour. .

MPDS Calaur....

MPDS F'D Colour...

MPDS BWS Calour...

ak.

[

Use this window to change the colours on the chart. It is possible to change the
background colour of the chart, along with the background of the legend box and
all the line colours. It is not possible to change the text colour.

View Options Menu
This menu allows control of the different options available to view during
monitoring.

Always On Top
This option, when checked, makes the Cost Comparison Tool window stay on top
of other windows at all times.

Show Forward/Reverse MPDS Costs
This option, when checked, shows the forward and reverse costs for the MPDS
channel as separate lines on the monitoring graph.

Show Total MPDS Costs
This option, when checked, shows the total (forward + reverse) costs for the
MPDS channel as a line on the monitoring graph.

Show Statistics in Title Bar
This option, when checked, shows the numbers of bytes and packets send and
received in the title bar.




Show Statistics in Status Bar
This option, when checked, shows the numbers of bytes and packets send and
received in a status bar at the bottom of the window.

Show Utilisation of ISDN Channel
This option, when checked, shows the utilisation of the ISDN channel in a status
bar at the bottom of the window.

Show Summary Window On Stop
This option, when checked, shows a window that gives a summary of the
monitoring session once the stop button is pressed.

Save Chart Menu

This menu option allows the current chart to be saved as a bitmap file. It will be
saved in the directory set-up in your ‘Output Files’ configuration. The filename is
created using a combination of the device name that you are monitoring, the date
and the number of files saved this session:

< device name>_yyyymmdd_<no>.bmp

e.g.
local_20011220_1.bmp

Help Menu

Help... Option

The help option brings up your web browser, and opens the help file. If this does
not work as expected, the help files can be found in the Cost Comparison Tools
directory.

Hot Keys... Option
Hot Keys enable the Cost Comparison Tool to be controlled from outside its main
window. The following hot keys are defined:

<CTRL> + F9:Simulates pressing the Start button

<CTRL> + F10: Simulates pressing the Pause/ Continue button
<CTRL> + F11: Simulates pressing the Stop button
<CTRL> + Fl12: Hides and un-hides the main window

<CTRL> + F12 toggles the main window between normal size, and simply its title
bar, which is placed at the top left of the screen, set to always on top and displays
the statistics.

About... Option
This option shows the about box.

Register Menu
This menu option brings up the register window, which allows a serial number to
be entered. This enables the application to run for more than 5 minutes at a time.
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Using the Cost
Comparison Tool

This dgpter desaibes usingthe Cat Canparisin Tad,

Main Screen

The main screen of the Cost Comparison Tool is shown below:
B Time: 46 | ISDN: 5.37 | MPDS: 3.26 | Bytes In/Out: 63023 /21 | Pki ol x|

Configure  Wiew Options  Save Chart  Help
Stop | ISDN Cost: 5.37 MPDS Cost: 3.26  Comment for logfile: I

Start |

ISDN/MPDS Cost Comparison

o S e
o2 4 B 8 10 12 14 15 18 20 2 2 2 30 3 34 3/ 3/ 40 42 44 45
Time (s)
[—son —— MPDS MPDS FWD —— MPDS RYS |
[% www.immarsat.com
[Statistics & Costs:  [Time: 46 [Bytes In: 52923 [Bytes Out: 21630 |Pkts In: B0 |Pkts out: [91 [ 7
|Curmulative Utilisation of ISDN channel:  Forward: [17.4% |reverse: [5.9% Eoth: [11.6% [ v

Other than the main menu options, the following items are accessible from the
main screen:

Start Button
This button starts a monitoring session. This button can be simulated by pressing

<CTRL> + FO.

Pause/Continue Button
This button pauses a monitoring session. Pressing it again restarts the session.

This button can be simulated by pressing <CTRL> + F10.

12



Stop Button
This button stops a monitoring session. This button can be simulated by pressing

<CTRL> + Fl11.

Comment for Logfile
Any text typed into this box will be saved to the log file when the stop button is

pressed, as part of the log entry for that session. Thus, it enables a method of
keeping track of the tests that you may be carrying out.

]
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Miscellaneous
Information

Log File Format

The Cost Comparison Tool records a log file. Each time the Stop button is
pressed, a new line is written to this file.

Log files are stored in the configured output directory, which defaults to the
directory where the Cost Comparison Tool binary is located. The log file is named

‘cost.log’.

The lines are comma separated, with the following fields:

Field No. | Contains

1 Start Date (dd/ mm/ yy)

2 Start Time (hh:mm:ss)

3 Comment (from text box on main window)
4 Elapsed Time (secs)

5 Number of Bytes In

6 Number of Bytes Out

7 Number of Packets In

8 Number of Packets Out

9 Cost for ISDN Channel

10 Cost for MPDS Channel




Application Customisation

The Cost Comparison Tool is customised to use the Inmarsat Logo etc. It may be
customised to use your own logo, at a small charge made by Inmarsat.

SNMP variables used

SNMP gives access to a vast amount of information. The Cost Comparison Tool
only uses a small number of SNMP variables, and only reads them (never writes).
SNMP information is stored in an information tree known as a Management
Information Block (MIB).

The Cost Comparison Tool uses the following variables, under the tree levels:
.dso.org.dod.intemet.mgmt.mib-2.interfaces

ifNumber: The number of interfaces available
.iso.org.dod.intemet.mgmt.mib-2.interfaces.ifTable.ifEntry

ifInOctets: The total number of octets received on the interface,
including framing characters.

ifOutOctets:  The total number of octets transmitted out of the
interface, including framing characters.

ifInUcastPkts: The number of subnetwork-unicast packets delivered to a
higher-layer protocol.

ifOutUcastPkts: The total number of packets that higher-level protocols
requested be transmitted to a sub network unicast address,
including those that were discarded or not sent.
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Troubleshooting

Basic Troubleshooting

The Cost Comparison Tool is designed to be easy to use, and should not give any
problems during operation. The most likely cause for problems is the installation
and configuration of SNMP, or connecting to SNMP on another machine.

This manual cannot cover all SNMP problems. There is a very good website
devoted to SNMP which is a good place to start when the methods used in this
section fail.

https / www.wics.org/ snmpdtpc

SNMP problems will all be due to the mis-installation or mis-configuration of
SNMP on the machine that you are monitoring. Some common problems are
detailed below:

SNMP Service

On NT and W2K, SNMP installs as a service. This service should be started on
the machine you are configuring. If it is not started, check the event log, and
determine a reason. Usually, it is because there is a file missing, or the service does
not have a valid NT account to use. Some common dll files can be found on the
Cost Comparison Tool distribution CD.

DLLs

Either the Cost Comparison Tool, or the SNMP service may complain that certain
(SNMP) files are missing, or corrupt. Some of these files can be found on the Cost
Comparison Tool distribution CD. Others can be found either on the Microsoft
Windows installation CD, or the web site shown above.

SNMP security

Use of the public’ SNMP community is normally allowed by other machines on
the same network. However, it is possible to put access restrictions on SNMP
communities, so that access is denied for your machine. In this case, either access
must be given, or a special community set-up for the Cost Comparison Tool, to
have read access to the required values (detailed in the previous chapter)




Network Issues

If you are attempting to monitor a remote machine, be sure that there is a network
path between the two machines, by pinging one machine from the other. There
may also be routers and firewalls between the two machines which block SNMP
access.

SNMP Test Tool

There is a handy tool available that allows connection to an SNMP device. This
can be used to determine problems, and check connectivity. This is called ‘GetIf’
and is available from the website mentioned above, as well as from the Imhotek
website (www.imhotek.com).

Known Issues

Windows 2000 does not maintain static SNMP information for interfaces when
they are not connected (e.g. dial-up connections). Thus, it is not possible for the
Cost Comparison Tool to detect these interfaces whilst disconnected. However, it
will detect them when connected and retain the settings.

When an interface is disconnected during monitoring the tool will effectively pause
monitoring until the interface is reconnected. This is because Windows 2000
removes the SNMP information for the interface. Once the interface is
reconnected, the SNMP information is restored. ~However, the SNMP
infonmation is not restored to the same state as the previous connection, so
strange results may appear on the graphs.

It is advisable to stop and restart monitoring when the interface is reconnected




